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Abstract: With the exhaustion of the IPv4 addresses, the promotion and deployment of IPv6 has been accelerating.
Dual-stack technology allows devices to enable both IPv4 and IPv6 protocols, which means that users are facing
more security risks. Although the existing work can realize the identification and measurement of some dual-stack
servers, the following problems still exist. Dual-stack host identification requires deep protocol identification of host
services, but this method consumes too much scanning resources. Besides, network service providers may provide
consistent services on distributed hosts, making it difficult to guarantee the accuracy of dual-stack host identification
through service fingerprints. To solve these problems, the LAN service discovery protocol was used to bind host
services to IP addresses, and a dual-stack host discovery method based on SSDP and DNS-SD protocols was
proposed. In IPv4 network environment, the target host was induced to actively send a request to the constructed
IPv6 server through SSDP protocol, and then the IPv6 address was extracted from the server’s log. Or the service list
of the target host and its corresponding AAAA record was enumerated through the DNS-SD protocol and the IPv6
address of the target host was obtained, in order to realize the discovery of the dual stack address pairs. With this
method, IPv6 addresses was obtained directly from the IPv4 host, which ensured the accuracy of the discovered
dual-stack host. At the same time, only request packets for specific protocols were needed during the discovery
process, which greatly saved scanning resources. Based on this method, the SSDP hosts and DNS-SD hosts
accidentally exposed to the global IPv4 network were measured. A total number of 158k unique IPv6 addresses were
collected, of which 55k were dual-stack host address pairs with globally reachable IPv6 addresses. Unlike existing
work that focused on dual-stack servers, this method mainly targeted end-users and client devices, and built a unique
set of active IPv6 devices and dual-stack host address pairs that have not been explored so far. Through the analysis
of the obtained IPv6 address addressing type, it shows that IPv6 address is mainly generated in a random manner,
which greatly reduces the possibility of IPv6 hosts being discovered by scanning. In particular, by measuring the
ports and services of dual-stack hosts, we found that the security policy differences of dual-stack hosts on different
protocol stacks. Especially, IPv6 protocol stack exposes more high-risk services, expanding the attack surface of
hosts. The research results also show that the infeasibility of IPv6 address space traversal scanning mitigates the
security risks of IPv6, but incorrect network configuration greatly increases the possibility of these high-risk IPv6
hosts being discovered and users should revisit IPv6 security strategy on dual-stack hosts.

Keywords: dual-stack host, SSDP, DNS-SD, network measurement
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UDP 1900
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Host: 239.255.255.250:1900\r\n
Man: " ssdp:discover " \r\n
MX: 3\r\n
ST: ssdp:all\r\n\r\n

UDP 5353
Flags: Standard query
Questions: 1
Queries
Name:_services._dns-sd._udp.local
Type: PTR (domain name PoinTeR )
Class: IN
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Figure 5 UDP probe packer
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Table 1 IPv6 address discovery results

P X bk 2= EUL-64 % Random %
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HAt X 7223 5048 69.89 934 12.93
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FR 4499 3550 78.91 272 6.05
DE 2081 670 32.20 462 22.20
DNS-SD CN 2442 1211 49.59 692 28.34
FoA X 12 448 7505 60.29 2612 20.98
Link-Scoped (FAf 3l 100 111 83 662 83.57 15 868 15.85
Unique Local CFAf5HihE) 3070 2349 76.51 449 14.63
st 158 274 110 561 69.85 39 566 25.00
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Table 2 1ID analysis based on SSDP
Byt & 1D b Pl i

EUI-64 9793 35.43

IID fitk

Byte-pattern 58 0.21
Low-byte 605 2.19 Random 16 299 58.97

Embed-IPv4 883 3.20 Total 27 638 100.0

# 3 ET DNS-SD &I IPv6 Hitik 11D 24
Table 3 1ID analysis based on DNS-SD

R ¥E 1D Atk R ¥ 1D St

EUI-64 14 817 53.97

Byte-pattern 323 1.18
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Table 4 User-Agent for multi-client double-stack hosts

BIERG fiAs UPnP % /M3 A B

Ubuntu 16.04 MiniUPnPc 1.9 7046

Debian 8.11 MiniUPnPc 2.1 7 030

Debian bullseye/sid MiniUPnPc 2.1 4355

Ubuntu 12.04 MiniUPnPc 2.1 3582
. 3.10.0-957. ..

Linux cl7.x86 64 MiniUPnPc 2.2.3 2980
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